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ADSS - Enrollment & Password Reset

Change Password for first time via ADSS online

Navigate to: https://itsd-adss.apogee.tamu.edu & type in your Domain Account, select the appropriate
domain and enter the CAPTCHA number. Next click the Login button.
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- Select Domain -

Forgot your password?

Account locked out?

The Change Password page is displayed. Enter the temporary password you were given, enter the
CAPTCHA number and click Login.
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Log In

Hello Jason Todd, enter your password to login

7()4;}—13

Forgot your password?

Account lockad out?



https://itsd-adss.apogee.tamu.edu/

Type your temporary password in the old password field and then type in your new password in the
next two fields. Next click the Change Password button.
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Change Password (%

Qld Password |
MNew Password

Confirrn New Password

The minimum password age is 1

The maximum password age is 42

The minimum password length is 7

Mo. of passwords remembered 1= 24

The password complexity property is enabled

Change Password Cancel

A popup window will show the Status as successful if all password complexity criteria is met. Click the
close button.

Status

@ Password change successful for the following account(s)

+ Jtodd - ues.tamu.edu




On the next page, read the Acceptable Use statement, then click the checkbox next to |, Agree, then
click Accept.

Acceptable Use

This computer system and the data herein are available only for authorized purposes by
authorized users. Use for any other purpose is prohibited and may result in disciplinary actions
or criminal prosecution against the user. Usage may be subject to security testing and
monitoring. There is no expectation of privacy on this system except as otherwise provided by
applicable privacy laws. Refer to University SAP 29.01.03 M0.02 Acceptable Use for more
information.

I, Agree

Cancel

A new popup will show that is the Welcome page to enroll your domain account for self service
password reset and account unlock. Click the Click here button.

Welcome! This portal offers you the power of password self-service!

» Password Reset: Securely reset your machine password without help desk assistance.
. * Account Unlock: Unlock yvour account when you get locked out without help desk assistance.

- + Profile Update: Update vour photo, mobile number, address, and other details on your own.

Enroll now to enjoy these benefits!




On the next page In Step 1, you will need to select your security questions and type in your answers in
the provided fields. Your answers should be between 5 & 255 characters long. Then click the Next
button.

Please enroll for the forced verification methods enabled for your account.
9 Security Questions

Luestion : -- Please Select a Question — W

Question : -- Please Select a Question -- v

+'| Hide Answer(s)

* The minimum length of the answer(s) should be 5 characters and maximum allowed is 255 characters

Step 1of 1 m

In Step 2, you will setup Multi-Factor Authentication (MFS) with DUO. Click Start setup.

Please enroll for the forced verification methods enabled for your account.

e Duo Security

Protect Your Texas A&M - UES
Account

Two-factor authentication enhances the security of your account by
using a secondary device to verify your identity. This prevents anyone

What is this? [ but you from accessing your account, even if they know your

Need help? password.

Powered by Duo Security This process will help you set up your account with this added layer
of security.

Step 2 of 2



Choose your DUO method and click Continue.

Please enroll for the forced verification methods enabled for your account.

o Duo Security

What type of device are you adding?

Tablet (iPad, Nexus 7, efc.)

Landline
What is this? C{ Security Key (Yubikey, Feitian, eic.)
MNeed help?

Powered by Duo Security m

Step 1of 1

For this example, we chose Mobile phone.

Please enroll for the forced verification methods enabled for your account.

o Duo Security

Enter your phone number
United States v

+1 | 9795745466 |V

What is this? 4
Example: (201) 234-5678

Need help?

Powered by Duo Security

You entered (979) 574-5466. |s this the correct number?




To verify your phone number, chose a method and click it. We will select Text me. Once you are
verified, click Continue.

Please enroll for the forced verification methods enabled for your account.

o Duo Security

Verify Ownership of 979-574-5466

1. We can call or text you with a verification code.

or Text sent

What is this? [ 2. Enter your 6-digit code:
Need help?
317921 "4

Powered by Duo Security

Step 2 of 2

Next, click the drop down box for When | log in:, and select your choice. Once done, click Continue to
Login.

Please enroll for the forced verification methods enabled for your account.

e Duo Security

My Settings & Devices

= - _— - PR
L} Android 979-574-5466 JUSTADDED
Default Device:  Android 979-574-5466
What is this? C§
Need help? When | log in: Azk me to choose an authentication method

Powered by Duo Security

Continue to Login

Step 2 of 2



Now, click on your choice of authentication method. (Send Me a Push will also be a choice)

Please enroll for the forced verification methods enabled for your account.

o Duo Security

Choose an authentication method

Q call Me Call Me

Bypass Code Enter a Bypass Code

What is this? [4
Need help?

Powered by Duo Security

Enroliment successfull This is the Duo login prompt that you'll normally see when logging

Steplofil

On the next page, click the Edit button in the upper right corner to update your Profile and enter the
Mandatory setting marked with an *. You may also enter in any additional information in the provided
test boxes.

7 Edit

Full name Jason Todd Office Number 575-456-3714
Description Hero Crime Fighter Mobile Number
“TAMU UIN Number - Fax Number
“NetlD
“E-mail redhood@apogee.tamu.edu
Jason Todd

fero Address Organization
Crime Fighting

Reporting To PO Box - * Company

Matthew Pierce
End User Support Specialis. state - Manager



Once you are done entering all the information, click the Update button.

Profile Change Password Enrollment
Edit Profile @&
General
Full name Jason Todd * TAMU UIN Number 1110508589
Description Hero Crime Fighter * NetID jtodd
* E-mail redhood@apoges. tamu.edu
7
Jason Todd
Contact
Hero
Crime Fighting
Office Number 573 |- ass -] 3714 Fax Number oo || 0oc |- o0
Reporting To tiobile Number o |- [ 0o |- oo
Matthew Pierce
End User Support Specialis. Address
Street state
Zip
4
PO Box
city
Organization
“Title Hero " Department/Office Crime Fighting
*Company Wayne Enterprises Manager Matthew Pierce edit]

If successful, a small notification will popup stating you have Successfully updated the user properties.

@ Successfully updated the user properties.

Now you can Sign Out by clicking the User icon in the upper right corner and clicking on the Sign Out
button.

o
L4

Jason Todd

-
i Personalize

¢ sign Out



Change a forgotten or expired password

Navigate to: https://itsd-adss.apogee.tamu.edu & click the Forgot your password selection. Type in your
Domain Account, select the appropriate domain, enter the CAPTCHA number and click the Continue
button.

UTILITIES & ENERGY
AW | sevices

IVERS

Log In

Forgot your password?

- Select Domain -

7997 (6

Account locked out?

You will next be prompted to select one of the MFA methods to prove your identity. Select the Security
Questions or Duo Security, type in the CAPTCHA number and click Continue.

Select one of the option below to prove your identity

Secunty Questions

Duo Security

2817

N

287735

Cancel


https://itsd-adss.apogee.tamu.edu/

Depending on which choice you select, you will be prompted to either chose your DUO authentication
method or enter your answers to the questions.

Please check your Duo Security Authenticator App

Choose an authentication method

Duo Push rRECOMMENDED Send Me a Push

O call Me Call Me

What is this? [§
Meed help?

Passcode Enter a Passcode

Powered by Duo Security

Cancel

Please answer the following question(s) to reset your password

Who is your childhood hero?

pe the characters you see the picture below
-
Mgy 32
Letters are not case-sensitive



On the next page, type in your new password in the New and Confirm password fields, and then click the
Reset Password button. (Although the text states that the minimum password length is 8, it is really 16)

Reset Password

" Mew Password

* Confirm Mew Password

» The minimum password age is 1

» The maximum password age is 180
« The minimum password length is 8
* MNo. of Passwords Remembered is 4

» The password complexity property is Enabled

Cancel Reset Password

The next page that is displayed states that the password reset was successful. Click the Back to home
link which will take you back to the Log In page.

Password reset successful for the following account(s)

» jtodd - apogee.tamu.edu

Back to home



